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Question 1 (20 marks)

(a) What is an affine permutation @f/(n)? Prove that there are exactip(n)
affine permutations df./(n), whereg@is Euler’s function. [6]

(b) Decrypt the following, which has been encrypted with an affine substitution
cipher:

JKTW TRQH NXOS TRTV DL TDQC UHUD GTJQ OGHF UIT
[8]

(c) Why would it be better to use a random permutation instead of an affine per-
mutation to encrypt a message? [3]

(d) Alice wants to encrypt a message using a substitution cipher, and thinks that
she will make the cipher more secure by making sure that no letter is encrypted

as itself. Is she right? Why? [3]

Question 2 (20 marks)

(a) Explain the difference between coding theory and cryptography. Are there
any practical circumstances in which you might want to use both at once? [4]

(b) Encrypt the message ‘this exam is too easy’ with a Vigercipher, with the

key ‘hard’. [4]

(c) Is there any point in encrypting a message with a Vgercipher, and then
encrypting the ciphertext again with another Vigemcipher? Explain. [4]

(d) Explain briefly how you would break a Vigere cipher, including how to find

the length of the key. [4]

(e) Explain briefly how frequency analysis can be used to break a substitution
cipher. [4]
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Question 3 (20 marks)

(a) Define the ternbatin squareover an alphabeh. Explain how a Latin square
can be used in conjunction with a random string oXeto create a stream
cipher. [6]

(b) State Shannon’s Theorem for such a stream cipher. [3]

(c) Describe am-bit binary shift register and explain how it can be used to pro-
duce a pseudo-random binary sequence. [4]

(d) Explain how to reconstruct the shift register, and hence the complete binary
sequence, from anynZonsecutive bits of the sequence. Why does this make
a shift register unsuitable as a replacement for a one-time pad? [7]

Question 4 (20 marks)

(a) Define Euler’s phi-functiomp(n), and show that ifp is prime theng(p?) =
p*~1(p—1). State without proof a general formula fpn). Prove that if
ged(x,n) = 1 thenx®™ = 1 modn. Where does your proof break down if

ged(x,n) # 1? [8]
(b) Explain briefly the operation of the RSA cryptosystem. [8]

(c) Show how RSA with modulul can be broken if(N) is known. lllustrate by
factorising 9167, given that it is a product of two primes g(@167) = 8976.
(The marks are for the method, not the factorisation.) [4]

Question 5 (20 marks)

(a) Explain the termgplaintext ciphertexf andkey, and illustrate them with an
example. [4]

(b) Why is it important for a cipher to have a large number of potential keys? [2]

(c) Explain the concept of digital signature Give an instance of a situation in
which it might be used in practice. Describe in detail an implementation of
digital signatures, using a public-key cryptosystem of your choice. [10]

(d) Show how to computg® (modb) with at most 2loga multiplications and
reductions moduld. lllustrate by calculating®' (mod 85 without a cal-
culator. (Show your working.) [4]

Question 6 (20 marks)

(a) Explain Diffie—Hellman key exchange. On what hard problem does its secu-
rity depend? [10]

(b) What is the knapsack problem? Explain the Merkle—Hellman public-key
cryptosystem based on this problem. [10]
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