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The aim of this paper is to describe the behaviour of packet traffic flowing on realistic networks as load
is varied. The use of intermittency in iterated maps to provide various relevant statistical types of binary
data will be described. The dynamical modelling of packet traffic using Erramilli intermittency maps is
introduced together with the dynamics of Transmission Control Protocols. Regular and scale-free network
topologies are used for Internet packet traffic modelling and the congestion behaviour of packet lifetimes

on these networks under increasing load is investigated.

1 Introduction

We consider the interaction between the topology of a network and the traffic carried along its channels.
The binding elements between the topology and the traffic dynamics are the routing mechanisms. In a
packet-based network, like the Internet, the transmission of information is carried out in discrete packets.
The path that a packet follows when travelling the network is determined by the routing algorithm.
Usually, from the topological properties of the network and statistical properties of the traffic, the routing
algorithm tries to minimise the packet delivery time and maximise the throughput; this implies that packet
flow affects the behaviour of the routers which in return regulate the flow. The dynamics of a packet
network can also be regulated by controlling the packet production at the various packet sources and
varying the server capacities. An example is Transmission Control Protocol or TCP, where the source of
traffic adjusts its rate of packet transmission as a function of the round trip delay time.

Previously, the statistical properties of packet traffic, which are dependent on the control and routing
algorithms, were described by a model where the traffic input was Poisson-like where the auto-correlation
decays exponentially fast. Traffic with this decay property, of which the Poisson type is a particular
example, is referred to as having Short Range Dependence (SRD). From studies carried out in the early
1990’s [17] it is known that Poisson-like models do not capture all the statistical properties of packet
traffic. Packet traffic exhibits spurts of activity over a large number of time scales. These bursts last from
milliseconds to days and they look similar independently of the time scale. This phenomenon is known
as self-similar traffic. One characteristic of this self-similar traffic is that it has Long Range Dependence
(LRD), i.e. the traffic is strongly correlated at all time scales of engineering interest. This observation
was a surprise as, previously, the properties of packet traffic were described as SRD processes. We begin
in section 2 by briefly discussing some of the properties of LRD packet traffic.

Even though some researchers [26, 40] have suggested that the burstiness in packet traffic is connected
to the behaviour of individual users within the network, the modelling of packet traffic is based on
its measured characteristics more than on the underlying mechanisms responsible for the self-similarity.
The bursty traffic is often described by stochastic methods based on Gaussian self-similar processes, for
example fractional Brownian motion and fractional Gaussian noise [35, 31, 46, 25] or, on the superposition
of on/off sources with heavy tailed on or off periods [48] and chaotic maps [14, 15, 39]. All these
models describe successfully the burstiness of the traffic but their approach is very different. In section 3
we introduce a non-linear chaotic map as a model to generate packet traffic with varying statistical
properties. We also discuss several equivalent deterministic models for packet production models which
have calculational advantages. The packet production dynamics is also extended to employ the TCP
window dynamics [13].

The packet delivery time is the time that elapses between the creation of a packet at its source s, to



the arrival at its destination d. This time is known as the end-to-end time, packet lifetime or latency.
A packet travels through the network visiting different nodes. If one of the nodes is busy, the packet is
stored in the queue at that node. Eventually, as the node serves its queue, the packet is forwarded toward
its destination. Usually longer routes and/or congested queues mean longer delivery times. The routing
algorithm tries to reduce the packet delivery time by selecting short, lightly utilised routes. In such a
network, the traffic characteristics are not drastically changed as the packet transverses the network. The
delivery time for a packet from its source to its destination is finite. As the load increases, the delivery
time will typically increase accordingly. There is a critical load where the delivery time diverges, or at
least increases dramatically. At this point the network is congested.

In a regular-symmetric network, it is possible to predict the traffic load where congestion occurs (a
dynamical characteristic) by only considering the average of the shortest path lengths from all sources
to all destinations (a topological characteristic) [21, 19, 41, 51]. In section 4 the relevant topological
characteristics when studying congestion are introduced and the network dynamics is introduced in

section 4.4.
In section 5 we make the connection between the traffic characteristics, the topology of the network and

congestion by looking first at Poisson traffic and then at the differences when the input traffic is LRD. In
section 6 we briefly introduce some mechanisms to control LRD traffic, by limiting the size of the queues

[5], by reducing the rate of packet production [45] and by using T'CP-like control [52].

2 Long-Range Dependence

In 1994, LRD was shown to be a feature of Internet packet traffic by Leland et al., [29]. The LRD
behaviour manifests itself along a communication channel as bursty activity in the packet rate (no. of
packets/unit time) which persists on all relevant time scales. The bursty traffic makes it much more
difficult to implement effective traffic congestion protocols (e.g. TCP).

The statistical nature of LRD traffic is formally defined in [8]. A key requirement is that the autocorre-
lation of packet traces, v(k), where the lag is k, satisfies a power law decay of the form (k) ~ Ck=7,
where 3 € (0,1) and C is constant. Equivalently, (k) ~ Ck=2t2H  where H =1 — 3/2 € (%7 1) is the
Hurst parameter. By comparison, Poisson traffic has an exponential rate of decay v(k) ~ C'a~* with
a > 1 and €’ a constant. The Hurst parameter distinguishes between LRD traffic for H = 1 and the
onset of SRD traffic for H ~ 1/2, when the autocorrelation decay changes to exponential.

The essential contrast between SRD, Poisson-like traffic, arising typically from traditional voice traffic,
and the bursty nature of Internet LRD traffic is seen in Fig. 1. The effect of scaling is shown for
(a) long-range dependent and (b) short-range dependent traffic for a time series of a random variable
X,,n=0,1,2,... The data is averaged in batch sizes of N =1, 10, 100 and N = 1000.

The standard deviation in the Poisson traffic varies as the square root of the batch size, or magnification,
and we see a ‘smoothing’ of the traffic as N increases in Fig. 1(b). Thus the mean is an increasingly
effective indicator of the instantaneous load, i.e expected packet rate, in the traffic. By comparison, for
LRD traffic, we see that the variation around the mean remains relatively high for large N in Fig. 1(a).
Even when averaged over longer time intervals by several orders of magnitude, we can still obtain packet

rates which are close to 0 and 1.
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Figure 1: The batch averages of packets/unit time for (a) a real LRD traffic trace (Bellcore data from
http://ita.ee.lbl.gov/html/contrib/BC.html), and (b) a Poisson based trace for the same load. Each for sizes
N =1,10,100 and N = 1000. A relatively large variance is retained in case (a).

One of the consequences of LRD traffic is that it increases queue lengths and latency dramatically. The
length of a queue fed with LRD traffic sources decays as a power law, compared with an exponential decay
if it is fed with Poisson traffic sources. The effects of LRD cannot be ‘removed’ by a control mechanism
and LRD needs to be allowed for, both in computer models of network behaviour and in the routing

algorithms used to control data flow through networks.

3 Packet production models

Previous simulations of SRD packet traffic generation at each host have used SRD Poisson (or Markovian)
distributions. In this case a packet is created at a host only if a random number on the unit interval,
I = {z|x € [0,1]}, is below a discriminator value A. Hence, for a uniform random distribution the average
rate at which packets are produced at a host is A.

An alternative to this is to use chaotic maps to model the LRD nature of real packet traffic. We used

the family of maps f = f(;,.ms.a) : I — I defined in the unit interval I by z,,41 = f(2,) where

T+ (=d) (Z) " aaelo,d,
Tnt+1 = 1 ma (1)
.
1
.Z‘n+d(1_d> . xn €(d, 1],

described in previous papers (see Erramilli et al, [14] ), and related maps in [47]. Here d € (0,1) and the
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Figure 2: (a) The graph of the map f (Eq. 1) consists of two segments and each has a tangency with the line
y = x. The iteration of the map f with initial condition zo forms a ‘web’ generating the iterative sequence, or
orbit, ., where z, = f(zn—1), n = 1,2,... . Note that the tangencies at x = 0, 1 give a ‘slow’ change in the
values of the sequence z,, and therefore the output y, provides long sequences of consecutive ‘0’s or ‘1’s. (b)
Graph of f for m; = mg = 1, this is known as the Bernoulli shift map and it generates Poisson traffic. If the
map parameters are chosen to satisfy mi = mo € {1, %}, then the map generates SRD traffic.

(¢) The traffic on a packet network is represented by a binary sequence of zeros and ones (Eq. 2).

parameters mi, mo € (%, 2) induce intermittency at each of the points © = 0 and x = 1, by producing
tangencies to the diagonal in the graph of f. The orbital ‘escape time’ in neighbourhoods of 0 and 1
become power law dependent. If this map is iterated a large number of times, the values of x, will form
a non-uniform continuous distribution on the interval I. The parameter d is used as a discriminator, as
A is for the Poisson case. If x,, falls between 0 and d, a packet is generated; and if x,, falls between d and
1, no packet is generated. Thus we have a discrete output map associated with the function in Eq. (1)
which is

(2)

1 xn €10, d] — packet generated ,
In=30: z,c (d, 1] — no packet generated .

The above model, which represents the traffic as a binary sequence is also known as a packet train model
[27] (see Fig. 2(c)). The intermittency behaviour of the map f induces so-called ‘memory’ in the digital
output y, giving the long range correlation effects required for the packet traffic. This feature is shown
by the slow decay of variance with respect to n, the size of batched output, see Fig. 1(a) and [29]. The
power-decay of the variance arises from the small orbital increments of the intermittency map which in
turn provides memory in the digital output. An example of this phenomenon is illustrated in Fig. 2(a)
where a sequence of the iterated values = near the origin have small increments. This effect is stronger
for orbits passing even closer to © = 0. The time of escape (i.e. into the region x > d) of an orbit from a
neighbourhood of the origin has a power-law dependence on its initial position, [47].

The nonlinear nature of f means that in this case the load A = A(my, mg, d) (i.e. the average value
of the output y per iteration) is not equal to d, but is given by A = fod v(z) dz, where v is the natural

invariant density distribution of the map f on the interval [0, d]. The distribution v has no closed form

and is often obtained numerically via the Perron-Frobenius operator [32]. Thus the various statistical



properties of traffic generated in this way are determined by the map’s parameters mq, ms and d including

the auto-correlation behaviour as we shall see in section 3.3.

3.1 Closed form map

There are two other important models of the above intermittency type which have useful mathematical

characteristics not available in the standard model described above. The first extension was introduced
by Pruthi [38], and the closed form model appears, at first sight, to be more intractable than the original

model in Eq. (1). Essentially, the function in (1) is replaced by

T n €10, d), (a)
(1= cyapn—t)m=
Tp+1 = 1 (3)
1-— —n i -Tne(dv 1]7 (b)
(1 —co(1 — ap)me—1)mz—1
where
1—dm! 1—(1—d)ym!
1 = dmlfl ’ Co = (1 _ d)m271 ' (4)

A Taylor expansion of the functions in Eq. 3 (a) and (b), around the points z = 0 and x = 1 respectively,
give the forms of the equation (1) and so the leading intermittency effects are the same in both models
with leading exponents m; and my. A distinct advantage of (3) is that, somewhat remarkably, it has
a closed form under composition. If the first branch function is denoted by fi(c1, m1, ) then the n-th
iterate can be shown to satisfy f*(ci, mi, ) = fi(nci, mq, ). Similarly the second branch function
f2 satisfies f3'(ca, ma, ) = fa(nca, mo, x). This enables sojourn times in the “off’ or “on” regions to
be calculated explicitly, by solving equations of the type f{*(c1, m1, ) = d, to obtain the number of
iterations to the transition point.

We can use the closed iterative form above to calculate the probability of ‘escape’ from an intermittency
region. Specifically, we consider the probability of a sequence of k-consecutive zeroes for the output y,, of
an intermittency map f. We will use the closed form map in Eq. (3) and will assume a random uniform
injection into the region [0,d] for > d, see [37].

If the orbit re-enters the interval [0, d] at the point Z, then that determines the sequence length [ of zeroes,

I(z) = é (mml_l - dml_1> (5)

Let P(I(x)) be the probability density for at least length I “zero” sequences. If we are assuming that the

namely,

initial point density on the interval [0,d] at {z} is P(z), then P(z)dz = P(I(z))dl.

If we further assume the re-entry density ]5(:77) to be uniformly random, i.e. P(i) = P a constant, then

dzx

dl

m

~ Cl™ 7t (6)

P(l)=P

for small x with C' a constant. This is not the case for re-entry to the interval [0, d] when the full double

intermittency is used.



3.2 Piece-wise linear map

A second model which has different mathematical advantages over the original Erramilli model is a piece-
wise version. This was originally introduced by Wang [47] and has been used subsequently in applications
to realise maps with given autocorrelation profiles [7]. The analogue is constructed with the use of two
sequences. The piecewise linear map p : I — I is defined by two monotonic sequences zF and 2%
monotonic decreasing to zero, with zf = 28 = 0.5. The map p is then defined by requiring that its graph
be piecewise linear with nodal points defined by (2%, ziLH), and (1 — zﬁl, 1—28),i=1,2,.... The
piecewise linear map can replicate the intermittency behaviour at £ = 0,1 by choosing the sequences to
decay to zero in an appropriate way. If we let 22 ~ i~ and 2 ~ i~P with o, 8 > 1, then the exponents
for the different types of smooth and piecewise linear map have analogous asymptotic behaviour at the
intermittency points. We identify the parameters as « = 14 1/my, and 8 = 1 4 1/ms. The piece-wise
linear map has distinct advantages in that it is possible to calculate the invariant measure associated

with the map, see [7].

3.3 Autocorrelation of the map output

We have already seen in Fig. 1 that the movement between strings of the output values ‘0" and ‘1’ is rapid
in trace (b) and much slower in trace (a). The intermittency in traffic maps produces increased sojourn
times for the two states. The longer sojourn times are said to introduce memory into the output which
is reflected in a higher correlation between the output binary sequence and the same sequence with a
time-lag k. The autocorrelation vector of a sequence is the way in which the memory is measured. Let X,
be a scalar time series of the binary values {0,1} for t = 0,1,2,..., and suppose the series is stationary.

We define the autocorrelation of time lag k by

E(XtXt+k) - E(Xt)E(XH'k) )
v (Var(X;)Var(X; 1))

A (k) = (7)

Let u = E(X;). Note that the values X; are binary, then F(X?) = F(X;) = p and so Var(X;) =
E(X?) — E(X)? = u(1 — ). Therefore, the autocorrelation can be re-written

E(XiXiyk) — 1
(1 = )

v(k) = (8)

Given 0 < X X; 1 < Xy, it follows that v(k) < 1. Note also that if there is no correlation, i.e. the values
X are independent of each other, then F(X;X;1x) = E(Xy)E(X¢1r) and v(k) = 0. Thus, in general, we
expect that the correlation coefficient y(k) will eventually decay to zero in some way. Two special types

of decay are

(a) power-law decay, where v(k) ~ Ck~#, for some constant C' and (3 > 0;

(b) exponential decay, where (k) ~ Ca™*, for some constants C' and o > 0.



3.3.1 Bernoulli map decay

The piece-wise linear Bernoulli map is given by f(z) = 2z mod 1 on the interval [0, 1]. Given the current
state is ‘0’, then 0 < x < 0.5. The probability of the transfer ‘0 — 0’ is 0.5, since it requires 0 < x < 0.25,

and similarly for ‘1 — 1’. Thus we can calculate the autocorrelation exactly and we obtain

1 fork=0
k) = 9
V() {0 fork > 0. )

3.3.2 Intermittency map decay

Only two exact results are known so far for the asymptotic properties of double intermittency maps

«

considered here. Let the piecewise linear map constructed from two sequences z; = i~* at x = 0 and

w;=1—i"%atz=1, o, B> 1, then the two intermittencies compete and it can be shown that
(k) ~ K K~ (10)

where ¢ = min{a, f} — 1, K constant, [7]. Thus the correlation for the composite map is determined by
the heaviest tail in the correlation decay arising from the two competing intermittencies.

A similar result is also available for the differentiable case [33]. In this case, the map is as in Eq.
(1) with the extra condition that whenever f iterates across the line z = d, the formula is replaced
by a random uniform injection. For example, the autocorrelation vector c¢(n),n € Z*, of the output
function y is known to have asymptotic behaviour v(k) ~ Ck™”, with C constant, as k — oco. The
constant 8 = (2 —m)/(m — 1) € (0,1), for m = max{my, ma}, with my, my € (3, 2), (see [22, 33, 7]).

Furthermore, the Hurst parameter, H, is given by

—4
H:l—gz 3m

2(m —1)’ (11)

and ranges over the interval (%, 1), as required. Thus m1, mo = 1.5 corresponds to Poisson-like behaviour
and as my, my are increased towards 2, the behaviour is increasingly long-range dependent, see [7, 33]. If
the transition simplification is removed then the result that the heaviest tail dominates in the piece-wise

smooth case is still open but the auto-correlation decay is conjectured to remain as in Eq. (11).

3.4 Transmission Control Protocol Dynamics

The dynamics of the packet production model can be extended to incorporate packet window dynamics
[13]. If the map is in the ‘on’ state, each iteration of the map represents a packet generated. One
sojourn period in the ‘on’ side of the map represents a whole file. These files are then windowed using
the slow-start algorithm, adding another dynamical layer to the system. The slow-start algorithm is as
follows:

At a given host 7 in the network, and time ¢ = n, there is a current state, x;(n), and a current window size,

w;(n), for the number of packets that can be sent at time ¢ = n. There is also a residual file size, s;(n), at

node i which is given by the number of iterates of f such that f% () (z;(n)) < d, and %™+ (z;(n)) > d.



The source will send p;(n) = min{w;(n), s;(n)} packets. The full dynamics therefore takes the form, (see
Erramilli et al., [13]):
For z(n) < d, i.e. packet generated-

wi(n—ﬁ—l):{l’. ifxi(n'—1)<d,
min{2w;(n), Wmaz}, otherwise,

and z;(n 4 1) = P (z4(n)).

For x;(n) > d, i.e. no packet generated - w;(n +1) =0, and z;(n + 1) = f(z:(n)).
This algorithm applies if all packets in a window are acknowledged before the retransmission timeout
(RTO) limit is reached. If packets take longer than this to be acknowledged the window of packets is
sent again with the RTO doubled and the window size set to zero. When the map is in the ‘off state,
the window size is zero and no packets are sent.

This initial value of RTO is calculated using the exponential averaging method [42]. This method keeps
a running average of all round trip times. This average is weighted towards more recent round trips, and

is used in calculating the initial RTO.

4 Topology and Models of Networks

Many different topologies appear in communication networks. Square lattices, toroidal lattices, meshes
and hypercubes arise on multiprocessor computers (e.g. [30]), scale-free networks in the WWW [2] and
the Internet [16]. The way that the elements of the network are connected to each other and the nodal
degree properties have an impact on its functionality. The representation and study of the connectivity
of a network is carried out using concepts from graph theory.

A communications network can be represented by a graph G = (V,&), where V is the set of nodes
(vertices) and & is the set of links (edges). The hosts, routers and switches are represented by nodes and
the physical connections between them are represented by links. The links can have a direction, but here
we are only going to consider undirected links. A node can transfer information to another node in the
form of data-packets if there is a link between them. If there is no direct link between the nodes, then
a path in the network is the sequence of distinct nodes visited when transferring data-packets from one
node to another. We consider networks where there exists at least one path connecting any pair of nodes
of the network.

The degree, k, of a node is the number of links which have the node as an end-point [49], or equivalently,
the number of nearest neighbours of a node, see Fig. 3(a). The degree of a node is a local quantity.
However, the node degree distribution of the entire network gives important information about the global
properties of a network and can be used to characterise different network topologies.

If there is very little traffic on the network and if the journey time from one node to its neighbour is in
unit time, then given any two nodes and to first approximation, the journey time will be proportional to
the length of the journey, or the path length. A path that goes from source node s, to destination node
d, in the smallest number of hops is called the shortest-path. The length of the shortest-path £, 4 is the

number of nodes visited when going from s to d. There can be more than one shortest—path between a
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Figure 3: (a) The node degree for node v is 6 and for w, it is 2. (b) Three different shortest paths between s
and d. The length of the path is 3. The number above the nodes denotes the proportion of shortest paths ps,q(w)
that go through that node. (c) The node medial centrality for the whole network.

pair of nodes. The characteristic path length

- 1
E == m Z Z €s7d, (13)

SEV d#s€eV

where S is the total number of nodes, is the average shortest-path over all pairs of nodes (see Fig. 3(b)).
Sometimes / is referred to as the diameter of the network.

If there is traffic on the network the difference in the journey times of two shortest paths with the same
length can be very different. Not all the journeys are equal due to the different patterns of usage of
the routes. On a network, there are nodes that are more prominent because they are highly used when
transferring packet-data. A way to measure this “importance” is by using the concept of betweeness
centrality of a node. We will refer to this concept here as medial centrality The concept of centrality [18]
was introduced in social networks to characterise the prominence of an individual in the context of the
social structure. Given a source s, and destination d, the number of different shortest-paths is g(s, d).
The number of shortest-paths that contain the node w is g(w;s,d). The proportion of shortest-paths,

from s to d, which contain node w is

g(w; s, d)
9(s,d)
Remark: The proportion of shortest-paths and the shortest-path length are related by

gs,d = Z ps,d(w) - 17 (15)

wew

ps,a(w) = (14)

where W is the set that contains the nodes visited by the shortest paths from s to d.
The medial centrality of node w is defined as [24]

Cow) = > psalw) (16)

SEV d#s€V

where the sum is over all possible pairs of nodes with s # d. The medial centrality measures how many
shortest paths pass a certain node (see Fig. 3(c)). A node with a large Cp is “important” because a
large amount of packets flow through it, that is, it carries a large traffic load. If this node fails or gets

congested, the consequences to the network traffic can be very drastic [24, 55].

10
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Figure 4: Four regular-symmetric networks. (a) The ring network and (b) the rectangular toroidal network, in
which the nodes on one edge of the lattice connect to nodes on the opposite edge, have degree four. (c) The
triangular toroidal network has degree six and (d) the hexagonal toroidal network has degree three.

4.1 Regular-Symmetric Networks

In a regular network all nodes have the same degree (see Fig. 4). By symmetry, the medial centrality is

constant for all nodes. From Eq. (15) and if Cp(w) = ¢ then

c:%ZcB(w):%Zes,rL (17)
s,d

weVY

4.1.1 Toroidal networks

The toroidal rectangular network (H) is based on a square lattice of nodes in which each node has four
neighbours with boundary nodes appropriately identified, [41, 19, 36, 51]. The finite rectangular lattice
7Z consists of S = L? nodes. The position of each node in the lattice is given by the coordinate vector
r = (4,7) where ¢ and j are integers in the range 1 to L. The network has periodic boundary conditions
throughout, and so each coordinate of (7, j) is effectively reduced - mod L+ 1 to give a toroidal topology.
To measure the distance between a pair of nodes the periodic “Manhattan” metric is used, which measures
the sum of vertical and horizontal displacements between two nodes.

The average shortest path can be calculated to be £ = L/2.

Useful comparative networks for traffic studies on Manhattan grid are the hexagonal and triangular
networks (see Figure 4 (¢ & d)). Their embeddings in the plane show how we can view the three regular
networks as satisfying an edge inclusion property E(H) C E(R) C E(7). Comparative studies of
all three types of network show consistent results [4] on the critical loads, and the onset of congestion

behaviour.

4.2 Random Networks

Random networks have been used to model communications networks. The reason is that because some
of the communication networks tend to have a complex topology and the interactions defining their

structure are apparently random.
From a set of nodes, a random network is built by connecting every pair of nodes with probability p. If

the total number of nodes is S and if p > 1/.5 [10] then, with probability 1, the network is fully connected

11
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Figure 5: (a) Node degree distribution for a random network with S = 1000 and p = 0.1, and its approximation
using the binomial distribution. (b) Medial centrality distribution of the network.

, or equivalently, there is at least one path connecting any pair of nodes. This is the only case we are
going to consider here, as we are interested in connected networks. The degree distribution of a random

graph is well approximated by a binomial distribution [10]

P = (%, Dpta—p (18)

The degree distribution tends to be concentrated around some “typical” node degree, or average node

degree k, see Fig. 5(a) and [12, 9]. The characteristic path length scales with the size of the network as

(19)

4.3 Scale-free Networks

Many technological networks are not described by a random or a regular network; instead they are better

described by a network where the degree distribution is described by a power law [2, 16] where
P(k) ~ Ck™", (20)

for § > 1 and C constant. The probability that a node has k edges connected to it is given by P(k).
In practical terms a power law distribution means that the majority of the nodes will have very few
neighbours, but there is a very small set of the nodes with a very large number of neighbours (see Fig.
6(a)). Networks with this property are known as scale-free because power-laws are free of a characteristic
scale, that is, there is no characteristic node degree (see Fig. 6(b)).

The diameter of a scale-free network scales as £ ~ C'ln(InS) [11] where S is the size of the network.
This is due to the existence of “far-reaching” links which are shortcuts when going from a source to
a destination. Any node that contains one of these far-reaching links is going to be highly used when

transferring packet-data, that is, its medial centrality is large.

12
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Figure 6: (a) A scale-free network where the size of the node is proportional to its medial centrality. In this case
is clear that there is a correlation between the node degree and its medial centrality [23]. (b) Degree distribution
P(k) vs. node-degree k.

In 1999, Barabdsi and Albert [6] showed that it is possible to create a scale-free network by using two
generic mechanisms: growth, the network grows by attaching a new node with m links to m different
nodes present in the network; and preferential attachment, where new nodes are attached preferentially
to nodes that are already well connected. Barabasi and Albert showed further that if the probability that

a new node will be connected to node 7 with degree k; is

k;

(i) = =

(21)

then the network has a power law link distribution P(k) oc k3.

4.3.1 The Internet

In 1999, an analysis of the Internet topology by Faloutsos et. al [16] suggested that the distribution of node
degrees of the Internet decays as a power-law P(k) o< k7Y, with y = 2.22. In 2002, Subramanian et. al
[44] reported that the Internet features a tier structure, where at the top of this tier is the core of the
network. It is well established that a realistic model of the Internet topology should generate a power
law topology with a core structure. There exist network models that produce power law networks, e.g.
Barabdsi and Albert model [6] and Inet-3.0 [50] to mention just two of them, but they do not reproduce
the core structure of the Internet [54].

A node of a network is considered “rich” if it contains a large number of links or equivalently it has a
large node-degree. The core of the Internet consist of a set of nodes which have a large node degree. We
refer to these nodes as the rich-club. In the Internet, the members of the rich-club are very well connected
to each other. This means that there are a large number of alternative routing paths between the club
members where the average path length inside the club is very small (1 to 2 hops). The rich-club acts
as a super traffic hub and provides a large selection of shortcuts. Hence scale-free models without the
rich-club structure may underestimate the efficiency and flexibility of the traffic routing in the Internet.

Conversely, networks without the rich-club may over-estimate the robustness of the network to a node
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attack, [1, 24] where the removal of a small percentage of its richest club members can break down the
network integrity.

It is possible to build network topology models which will generate a rich club. Recently the Interactive-
Growth (IG) model [53] was introduced as a way to generate networks that contain a rich-club. The
model is a modification of the Barabdsi and Albert model and it reflects the evolution of the Internet,
with the addition of new nodes and the addition of new links between existing nodes. The network is
generated by starting with mg nodes connected through mg — 1 links. At each time—step, one of the
following two operations is performed: 1) with probability p € (0,1), m < mg new links are added
between m pairs of nodes chosen from the existing nodes, and, 2) with probability 1 — p, one new node

is added and connected to m existing nodes.

4.4 Model of Networked Data Traffic

The model considered here has been studied by several authors [36, 19, 21, 20, 41, 45, 51, 3, 5]. The
network consists of two types of nodes; router nodes that store and forward packets; host nodes that
store and forward packets and are also sources and sinks of traffic. Given the network has S nodes, and a
density p € [0, 1] of hosts then pS is the total number of hosts. The host nodes are randomly distributed

in the network.

e Traffic generation: A host creates a packet whose destination is another host. A host creates a
packet using either a uniform random distribution (Poisson) or a LRD distribution defined by a

chaotic map. Each source generates its traffic independently of the other sources.

e Queue: Fach node keeps a queue of unlimited length where the packets are stored. Any packet that
is generated is put at the end of the host’s queue. If a packet arrives at a router it is put at the end

of the hierarchical router’s queue. The packet is not queued when it arrives at its destination node.

e Routing: Each node picks a packet at the head of the queue and forwards the packet to the next
node. From the source/destination information that each packet carries, the forwarding is done by

one of the following routing algorithms:

1. For regular networks:

— a neighbour closest to the destination node is selected

— if more than one neighbour is at the minimum distance from the destination, the link to

which the smallest number of packets has been forwarded is selected

— if more than one of these link shares the same minimum number of packets forwarded then

a random selection is used

2. for general networks:

— From the state of the queues and the number of hops from source to destination, the
routing is done by minimising the time—delay by considering the number of hops and the

size of the queues that a packet visits when crossing the network.

The process of packet generation, hop movement, queue movement and updating of the routing table

occurs at one time step.
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Figure 7: (a) The average lifetime of a packet increases rapidly after the congestion point. (b) Average throughput
of a Manhattan network with S = 100 and p = 1. As the offered load increases the average throughput increase
until it reaches the critical point A. &~ 0.2. At this load the network is congested.

5 Congestion

The time that elapses between the creation of a packet at source s, from its creation to its destination d,

is known as the delay time 75 4. The average of the delay

_ 1
iy P DR

$,d;75,a<T

which is the average for all the packets up to time T, is an important quantity with which to assess the
performance of a network. If the traffic load presented to the network is low and the queues on the nodes
are empty, then, to a first approximation, the average delay is proportional to the average number of
nodes that the packets visit when travelling. As the traffic load increases, the queues at the nodes start
to build up, the average delay time will increase accordingly. If the traffic load increases even further,
then at the critical load A., the queues of some nodes will grow very quickly and the average delay
time will dramatically increase or even diverge. At this critical load, we consider that the network is
congested. This critical behaviour is also noticed in the network throughput. The throughput is defined
as the number of packets reaching their destination per unit time per host. Starting from a low load, the
throughput increases proportionally as the increase of the load, until congestion is reached. At this point
the network has its maximum throughput (see Fig. 7).

If the number of packets at node 4 at time ¢ is denoted by n;(¢), then the total number of packets in the
network is

s s
Nt =) ni(t) =) Qi(t). (22)
i=1 i=1
If the network is not congested, and the average delay time is finite, then the average number of packets on
the network, N = (1/T) limy_ o, N(t), is also finite. At the congestion point, the queues of the congested

nodes increases rapidly and this implies that the total number of packets on the network continues to

increase.
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5.1 Mean Field Approximation

5.1.1 Total distance formulation

A simple way of estimating ., [51], is to look for the total distance that all the packets at time ¢ have to
travel to reach their destination. In the congested phase if there are queues at all nodes, then the change
in total distance is D(Nyy1) — D(Ny), where N (¢) is the number of packets in the queues at time ¢, and
D(N;) is the aggregated distance of all packets from their destination at time ¢. The increase in the
number of packets per unit of time is pAS. If £ is the average path length, then the overall added distance
is pASL. By contrast, the aggregated distance is reduced by S given that every packet at the head of the
queue moves one step closer to its destination. Thus the change in total distance to destination between
time t and £+ 1 is

The critical load A, occurs when the total distance no longer decreases, D(N¢i1) — D(N;) = 0, which
implies
Ac = 1 (24)
c = pg

This relation refines the results of [41] and [19].

5.1.2 Time-delayed formulation

Another possible way to determine the critical load is to use Little’s law [20, 41]: “The average number
of customers in a queueing system is equal to the average arrival rate of customers to that system, times
the average time spent in the system” [28]. Little’s law is a flow conservation law which can be restated

as: in a steady state, the number of delivered packets is equal to the number of generated packets, or

AN _ g N

at s (25)

where pAS is the average arrival rate to the queues per unit of time, 7(¢) is the average time spent in the
system, and N (¢)/7(t) is the number of packets delivered per unit of time.
Remark: Little’s law does not depend on the arrival distribution of packets to the queue or the service
time distribution of the queues. Also it does not depend upon the number of queues in the system or
upon the queueing discipline within the system. The law holds only when a steady state exists below the
critical load, as shown in Fig. 8 where the load rates have been normalised.
If the load is low, the queues at the nodes tend to be empty and the average delay time is the average
shortest path ¢, that is 7 ~ ¢. For higher loads the transit time can be approximated by the average
shortest path plus the average time, 7, that a packet spends in the queues

7~ 0+ T(N(t),D). (26)

5.1.3 Criticality for Regular-Symmetric Networks

If the traffic is evenly distributed in the network and the network is not congested, then there exists a

steady state solution N* for the number of packets on the network. Each queue, on average, contains
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N*/S packets and the delay can be approximated by

_ _ _ N*
r(t)z£(1+Q)=€<1+ S) (27)
where on average, a packet visits ¢ queues with average load Q and 7 ~ £Q. From the steady state
solution (d N(t)/dt = 0) the total number of packets in the system is

PSS S

= _ = 28
1—pM 1-—v (28)

*

where v = pAl is the normalised load and N* is the steady state solution.

The average traffic load generated at node i is

As the traffic load increases, the number of packets in the network increases accordingly. At the congestion

point the number of packets on the network diverges, N* — oo, and the critical load is
Ae = — (30)

which is the same as Eq. (24).

5.1.4 General networks

Fig. 9(a) shows, in phase space, that the transition from the free flow phase to the congested phase is

well approximated by Eq. (30) for the case of regular-symmetric networks but not for scale-free networks.
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Figure 9: (a) Phase diagram showing the change from free-flow to congestion. For the square toroidal and the
regular-symmetric network the phase transition is given by f.A\. = 1/p. For p > 0.4, the phase transition of
the scale free network is well approximated by ¢cAc = 1/(1.7p). (b) Renormalised phase transition for different
networks topologies. The four networks have S = 100.

Equation (30) gives a good approximation to the critical load because the average queue size for all nodes
is very similar ( Q ~ N*/9).

In a scale-free network, due to the disproportionate importance of some of the nodes, if these nodes get
congested more readily and hence, all the network gets congested. An alternative approach is to use the

medial centrality [34] to characterise the node usage. If

5 C(w)
Cr(w) = =" (31)
ZUEV CB (U)
is the normalised medial centrality then the average queue size at node i can be approximated by
Qi ~ Cp(n;)N*. (32)

An example of this approximation is shown in Fig. 10.
It is possible to approximate the typical travel time of a packet by adding the average time that the

packets spends in the queues that it visits, that is

7(s,d) = Z Cp(v)N* (33)

vER(s,d)

where the sum is over all nodes that the packet visits. The set R(s,d) is the subset of nodes obtained

from the routing table. The total delay time can be approximated by considering

(Tt g S Y )N =+DN() (34)

s€V d#s€V veR(s,d)

where

D:ﬁz > > G, (35)

sEV d#£s€V veER(s,d)
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Figure 10: Comparison between the average queue size (dotted line) and its approximation using Eq. (32) (solid
line). The network is a scale-free network with S = 100.

The approximation to the critical load is given by

1
Ae = ——=, 36
25D (36)
(cf. Eq. (30)). As shown in Fig. 9(b), this last equation gives a very good approximation of the phase
transition from free flow phase to congested phase for the regular-symmetric and scale-free networks. It
is not difficult to see why Eq. (36) also works for regular-symmetric networks. If the medial centrality
measures how many routes use a particular node, then all nodes are utilised to the same degree in the
regular case. The constant value for the medial centrality for each node is the same (see Eq. (17)) and is
given by
4 CB (w) 1
Cew)= =—""—=—=. (37)
2wevCa(v) S
By substituting this last expression in Eq. (36), we find D = £/S and the expression for the critical load
obtained in Eq. (30) is recovered.
Equation (36) also reproduces behaviour observed by Fuks and Lawniczak [19] in a rectangular network.
The addition of few random links provides a shortcut between distant parts of the network, but can
quickly become congested. A fuller addition of links such as transferring from a square to triangular

lattice has the more conventional effect of increasing the critical load, [4].

5.2 LRD at criticality

It is known that at the critical load the traffic statistics change from SRD to LRD [41]. The change of
correlations from SRD (exponential) to LRD (power law) at criticality in phase transitions is a standard

feature, and this phenomena also occurs in road traffic congestion.
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The change from Poisson to LRD has been observed by analysing the time series for delays for 1 hop and
24 hop routes, and also by looking at the time series of average host and router queues lengths measured
at each time tick. As mentioned before, the Hurst parameter distinguishes SRD traffic from LRD. The
parameter can be obtained by considering the so-called rescaled data. More precisely, let X;, t € ZT

denote a discrete time series. The adjusted range is defined as
R(t, ]{3) = maXOSiSkRi (t, k) — minogiSkRi (t, k‘), (38)

where
t+i t ik t
R;(t, k) = X — X — - X — X 39
=305 (5 - 3n) @

The quantity R(t, k) is normalized by the translated sample standard deviation

t+k
S(tk) =\ |k=1 Y (X — Xyx)? (40)
I=t+1

where X; j, = k~! ZfifH X;. The R/S statistic is then defined to be

R(t, k)
R/S = 41
/ S E) (41)
and it is fitted to the equation
InE[R/S]=a+ Hlnk, (42)

with H interpreted as the Hurst parameter. We considered separate R/S plots for 1 and 24 step journeys
in a 32 x 32 network grid with 164 hosts for Poisson, and for LRD, sources for a range of load values. The
network used had the same parameters as that used for Fig. 7 so the onset of congestion at a load of 0.3
was expected. At the smaller loads the network remains free of congestion. This means that time series
of packet delays are stationary, and the original data may be used in measuring a value of H. For the
higher values of the load, including A = 0.3, congestion does occur, leading to an upward trend in delay
times and queue sizes. In this case, the data are weighted to remove the trend, creating a stationary
series. We observe that for A = 0.2, H = 0.5 for both path lengths, indicating that very little LRD is
present. This is corroborated by investigating the probability distributions of delays which both have the
characteristic shape of exponentially decaying delay times. However, for A\ = 0.29 H values are higher
for both path lengths at the onset of congestion. The R/S plots show a kink with the steeper part of the
curve corresponding to H = 0.8 in both cases. Hence the longer delays and lower frequencies do show
significant LRD, but this is not seen at any other load value. Values for the three higher load values show
very similar H values. Note that in these cases, the time series was weighted to remove the upward trend
and the H values are all close to 0.5. This lack of any LRD seems to be caused by the phase change to
the congested region above A.. The probability distributions for these higher values show delays shifting
towards the length of the run (1 x 10° time ticks as the network becomes more and more congested).
Here 1 and 24 step delays have a long tailed distribution, but this is caused by the non-stationarity of

the data, not power-law autocorrelation decay.
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Figure 11: (a) Average packet lifetimes are plotted as a function of the load A for Poisson sources and also for LRD
sources with increasing average lifetime in the pre-congestion phase as m increases through m; = ma = 1.5, 1.8,
and 1.95. (b) Corresponding throughput for Poisson and LRD traffic are plotted as a function of the load A for
m = 1.95. Note that the lower peak value in throughput for the LRD traffic sources reflects the longer average
lifetimes below the critical point. The peak differences diminish to zero as m is decreased to the Poisson-like value
m = 1.5.

5.3 Congestion and LRD traffic

In the previous section, it was noted that LRD arose from interaction within the network and was not
intrinsic to the traffic sources. In this section the Poisson-like sources are replaced with LRD sources,
modelled using chaotic maps.

Fig. 11 gives a comparison of the onset of congestion in two otherwise identical Manhattan networks with
host density p = 0.164, one Poisson sourced, and the other LRD sourced for different values of the Hurst
parameter. The values of the intermittency parameters m; = my = m are kept equal in each case for
simplicity. The critical load for this network is A = 0.3.

Fig. 11(a) shows the average lifetime, or end-to-end delay, of a packet plotted against load A, the
average number of packets generated per host per unit time. As has been seen previously, there is
a phase transition from the free phase in which lifetimes remain small to a congested phase in which
lifetimes increase rapidly. Fig. 11(a) shows clear evidence of the earlier onset of congestion in the LRD
traffic in comparison with Poisson traffic produced at the same rate. The data for Fig. 11 are shown for
various values of m; = mg. Values of m; = my close to the maximum value of m; = mo = 2 give the
highest degree of intermittency and hence the greatest contrast with Poisson traffic sources (corresponding
to m; = mg = 1.0 in the intermittency model). The highest value used in our simulations, H = 0.975
has been observed in statistical investigations of real network traffic data.

Fig. 11(b) shows throughput versus load. The peak in the throughput occurs at the critical point. The
network therefore reaches its peak efficiency at the critical point. The peak throughput is slightly lower
for the LRD sources, emphasising the longer lifetimes of packets. Although the throughput is only slightly
reduced, the average lifetimes increase by up to a factor of 10. This earlier onset appears to be the most
important feature of LRD congestion within the context of the model, and has significant implications

for shared backbone data network infrastructures.
The average queue sizes were shown to be closely related to the average lifetime of packets in [51]. The

difference is clear for the average queue size for a rectangular network with Poisson and LRD traffic. In
the LRD case the queues get congested more readily and as mentioned before this translates into longer

lifetimes of the packets. High values of H for queue length distributions at hosts and routers have been
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measured at all post critical loads for Poisson sources indicating the presence of strong network-induced
LRD (see [52]).

6 Control of queue sizes

The simplest way to control packet traffic is to limit the length of queues [4]. As grid bar charts of node
queue size have shown by Woolf et al. [52], long queues in the network invariably occur at hosts.

Valverde and Solé [45] introduced a local control mechanism where hosts modify their rates of packet
release depending on the detected local rate of congestion. The sources adjust their local packet release

by querying how busy their neighbours are. The number of congested neighbours a node can have is

= 0(ny(1) (43)

vEG

where G is the set containing the neighbours of node, n,(t) is the number of packets in node v at time
t and 6 is the Heaviside function #(z > 0) = 1 and #(z < 0) = 0. The control mechanism consists of

adjusting the rate of packet production \;(t) using

min{1, \;(¢) + u}, ¢ <4

0 ¢> 4 (44)

Ait+1) = {

If the neighbouring nodes are not congested the load increases at a rate of y, and drops to zero if all the
neighbours are congested. This control mechanism is inspired by the “additive increase/multiplicative
decrease” [43] used in TCP packet networks. Valverde and Solé studied this control method in a Manhat-
tan network with Poisson traffic and unlimited queue capacity. It was noticed that the packet release and
the density of hosts satisfies the relation A ~ p~! (see Eq. 24). On average, the packet release reaches
a steady critical state. This does not mean that the local traffic creation rates are all similar, as the
congestion levels vary widely between nodes. An interesting observation made by Valverde and Solé is

the existence of a synchronization effect in the congestion state of distinct nodes.

6.1 Control in scale-free networks using T'CP

The above model is an oversimplified packet network as the topology of a real network is, of course, not a
regular network. Also, the model does not allow for packets dropped in transit (as occurs in the Internet)
because of the unlimited queues on the nodes. In this section we introduce a more realistic model by
considering a scale-free network generated using the IG algorithm with a power law decay index of 2.22.
Similarly to the previous simulations, each node is designated as either a host or a router. Routers
have a single routing queue that receives packets in transit across the network, and releases them back
onto the network at a rate governed by the connectivity of the node. The difference with the previous
examples is that for this network the simulation is of the fixed-increment time advance type rather than
next-event time advance. This allows the routing queue service rate to be set as Ck® packets per time
tick of the simulation, where k is the degree of the router node, and C constant. This means that nodes

with larger degrees produce more traffic. The index « has been chosen to be between 1 and 2 here. Hosts
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have identical routing queues and function in the same way, but additionally act as sources. They have
transmit buffers that hold packets generated by LRD and Poisson traffic sources until they have been
acknowledged. The exact mechanism for this is described below.

The control mechanism uses a simplified version of TCP Reno [43] as the network protocol. This is the
predominate protocol used on the Internet at present. This version is derived from that described in
Erramilli et al [13]. It concentrates on the slow-start mechanism because in real networks this not only
affects all connections, but is also the dominant effect for most connections. It also has a more marked
effect on the network dynamics than congestion avoidance.

As in our previous sections, a double intermittency map is used as the basis for each LRD traffic source,
and a uniform random number generator for each Poisson source. However, they are used in a slightly
different way. One sojourn period in the ‘on’ side represents a whole file which is then windowed using
the TCP slow start algorithm: at the start of the file the window size is set to 1. Only a single packet
is sent at that time tick. When a packet reaches its destination an acknowledgement is returned to the
source: once this packet has been acknowledged, the window size is doubled and the next two packets
are sent. When both these packets have been acknowledged, the window size is doubled again and a new
window of packets is sent. The doubling process is repeated until the end of the file or the maximum
window size ( a fixed value). This is described mathematically in section 3.4 on TCP dynamics.

The routing algorithm uses a pre-calculated look-up table of shortest paths. All links between nodes are
assumed to have unit length. At each time step packets are forwarded from the head of each routing
queue. If an acknowledgement packet reaches its destination, this triggers the release of the next window
of packets from that host.

A necessary modification of the traffic model was to make server strengths reflect the degree(and impor-
tance) of the node in the network . This has significant effects in increased throughput without overload,
see [52].

Fig. 12 shows a comparison of different server strengths as « is varied. Two types of source are considered.
The same IG network with the same pattern of hosts is used. Results from LRD sources and Poisson
sources differ greatly. Throughputs (Figs 12(c) and 12(d)) at the lower server strengths (« equal to 1 and
1.1) are qualitatively similar: the throughput matches the load up to a threshold and then levels out.
However, this threshold is more than 50% higher for the Poisson sources. If the exponent « is increased
to a value of 1.5 this threshold can no longer be seen; throughputs for the two source types are similar.
When servers are strongest (o = 2.0) the situation is reversed: the network with LRD sources has a
higher throughput, able to handle the maximum load applied to it without becoming overloaded.

Figs. 12(a) and 12(b) show average lifetimes for the two source types. At low loads behaviour is similar to
that seen in our earlier work with regular lattices and open-loop protocols: lifetimes for Poisson sources

are much less than for LRD. In the case of Poisson sources there is a similar transition from the free state
to the congested state. At increasing server strengths the transition becomes less pronounced. This is

due to the increased network capacity which slows the onset of congestion.
Comparisons have been made between the different topologies and packet transport algorithms to give
four combinations [51, 52]:

— scale-free(produced using the IG model) with a closed-loop algorithm (TCP).

— Manhattan with an open-loop algorithm.
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Figure 12: The number of packets that can be served at each time instant is increased according to a
power law n®, where n is the degree of the node and a =1, 1.1, 1.5, 2.

— scale-free(produced using the IG model) with an open-loop algorithm.

— Manhattan network with with a closed-loop algorithm.
The network had 1024 nodes in both cases and the host density was taken to be 589/1024. The index o
of the server strength 0.25n“ was fixed at 1 for all four combinations. The host distribution was random
for the Manhattan network; by comparison the /G network connectivity 1 and 2 nodes were selected to

be hosts.
The closed-loop TCP algorithm increases lifetimes for both regular and scale free networks. The require-

ment of TCP that packets be acknowledged before the next window of packets is sent is very restrictive
in the sense that new windows cannot be sent by hosts more frequently than the round trip times (RTT)
or ping times. Congestion is reacted to immediately because it causes an increase in RTT’s and makes
sources back off. Since file sizes are not that great and window sizes are often reset to 1 due to the
round-trip time maximum RTO limit, throughput can never be that high. This results in packets being
delayed in the transmit buffer and is the primary cause of increased packet lifetimes. By contrast the
open-loop algorithm does not react to congestion and allows unlimited queues to build up at routers. For
sufficiently high loads open-loop networks become congested and lifetimes approach those of the closed-
loop networks.In fact a Manhattan network with an open-loop algorithm has longer lifetimes than an
IG network with a closed-loop algorithm primarily because of the much shorter average path lengths in
the IG network, see [52]. Identical networks using open-loop algorithms have higher throughputs; the IG

network performs more efficiently for both types of algorithm. Similar behaviour is observed for Poisson
sources.
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Figure 13: Effect of varying queue length limit on average packet life time and throughput for LRD and
Poisson sources.

Thus, regular open-loop simulations are fundamentally different to the closed-loop simulations of IG
networks and so detailed comparisons are not very useful.

In Fig. 13 packet dropping of real networks by limiting the routing queue lengths. Very severe packet
loss has been modelled here in order to test the extreme situation. Real networks generally suffer much
less packet loss. For LRD sources Fig. 13(a) average lifetimes are greatly reduced when the queue limit
is decreased. When queue lengths are limited, packets are dropped at the routers and therefore re-sent
more frequently. This causes shorter waits in the transmit buffer. This can be seen most clearly at the
very low queue length limit. In the case of Poisson sources Fig. 13(b) average lifetimes behave quite
differently. Lifetimes peak at a load of 0.3 for the queue limit of 5. This peak shifts to higher values as
the queue limit increases. When there is no queue limit the lifetimes are the same in regular networks.
Fig. 13(c) shows throughputs for LRD sources. These are greatly reduced when a queue limit is applied.
At the smaller queue limits throughput is close to zero. In the case of Poisson sources (Fig. 13(d))
throughput is similar for the queue limit of 100, but also much less at the lower queue limits. However,
throughputs are still much higher than for the LRD sources. This is caused by the shorter queues in the
case of Poisson sources. Most queue lengths are less than a 100, meaning that this limit has little effect.
The same IG network has been used, but hosts are now selected randomly with the same density of
589/1024. Results are similar. The network with randomly placed hosts always performs slightly better
than the one with hosts placed at the low degree hosts. Average lifetimes are lower and throughput slightly

higher. This shows that the inclusion of a small number of rich nodes in fact makes little difference.
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